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BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of 
the original documents submitted by the applicant. 

Defects in the images may include (but are not limited to): 

• BLACK BORDERS 

• TEXT CUT OFF AT TOP, BOTTOM OR SIDES 

• FADED TEXT 

• ILLEGIBLE TEXT 

• SKEWED/SLANTED IMAGES 

• COLORED PHOTOS 

• BLACK OR VERY BLACK AND WHITE DARK PHOTOS 

• GRAY SCALE DOCUMENTS 



IMAGES ARE BEST AVAILABLE COPY. 



As rescanning documents will not correct images, 
please do not report the images to the 
Image Problem Mailbox. 
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CREATE UNIFIED ROUTING 
INFORMAHON TABLE 
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CLASSIFY CUENTS INTO CUENT 
CLUSTERS BASED ON INFORMATION 
IN UNIHED ROUTING TABLE 



^120 



ASSIGN PROXIES TO CLIENT CLUSTERS ^130 
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ROUTES 


AS PATH 


134.87.2.0/24 BCnet 


6509 271 


134.117.0.0 CARLETON UNIVERSITY 


6509 10786 


137.82.0.0 UNIVERSITY' OF BRHISH COLUMBIA 


6509 271 . 


137.122.0.0 UNVERSITY OF OTTAWA 


6509 10786 
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EXTRACT PREFIX/NETMASK ENTRIES 
FROM ROUTING TABLE SNAPSHOTS 
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UNIFY PREnX NETMASK ENTRIES 
INTO STANDARD FORMAT 
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MERGE PREnX/NETMASK ENTRIES 
OBTAINED FROM DIFFERENT ROUTING 
TABLES INTO UNIHED TABLE 
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EXAMPLES 



193.1/255.255 
193.0.128/255.255.192 



128.148.0.0/16 



130.15.0.0 



UNinCAHON 



193.1/255.255 
193.0.128/255.255.192 



128.148.0.0/255.255 



130.15.0.0/255.255 
197.75.72/255.255.255 



FIG. 6 



EXTRACT CLIENT IP ADDRESSES FROM SERVER LOG ^600 
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PERFORM PREHX MATCHING ON EACH CUENT IP 
ADDRESS USING UNIHED PREHX/NETMASK TABLE 
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CUSSIFY CLIENT IP ADDRESSES WHICH HAVE 
THE SAME LONGEST PREHX MATCHING INTO A 
SINGLE CUENT CLUSTER 
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FIG. 7 

EXTRACT IP ADDRESSES > 700 





PERFORM LONGEST PREFIX MATCHING PROCESS ^7.. 
ON IP ADDRESSES USING RADIX ENCODED TRIE 
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CLUSTER IP ADDRESS ACCORDING TO ^ 
LONGEST PREHX MATCHING 
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FIG, 9a 



matching code for the <S, R, H> values generated by the first 
part of the algorithnr) 

^* multi-level retrie longest prefix match 

♦ input arguments: 

♦ S top level shift 

♦ R retrie internal nodes 

♦ H retrie leaf nodes (next hop index) 

♦ addr IP address to match 

♦ return: 

♦ 0 no match 

♦ >0 next hop index 



int 

Ipmatch (uint8 S, uint32* R, uintS* H, uint32 addr) 
1 

uint32 b; 
uint32 x; 

X = R [addr » S]; 
while (b = » 27) 

^ b = (x & ((1«26) -1)) + ((addr»(S-=b)) & (1«b) -1)); 
if (x & (1«26)) 
1 

X = H[b]; 
break; 

^ X = R[b]; 

return x; 
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FIG. 9 b 



♦ 2-level relrie longest prefix match 

* input arguments: 

♦ S top level shift 

♦ R retrie internal nodes 

» H retrie leaf nodes (next hop index) 

* addr IP address to match 

♦ return: 

* 0 no match 

* >0 next hop index 

V 

int 

Ipmatch (uintS S, uint32* R, uintS* H, uint32 oddr) 
1 

uint32 x; 
X = R [oddr » S]; 

return H[(x & ((1«26)-1)) + ((addr & ((1«S) -1)) » (S - (x»27)))] 
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